ON QUADRATIC BINOMIAL VECTORIAL FUNCTIONS WITH
MAXIMAL BENT COMPONENTS

XIANHONG XIE!, YI OUYANG23, AND SHENXING ZHANG*?

ABSTRACT. Assume n = 2m > 2 and let F(z) = % + 292 be a binomial
vectorial function over Fan possessing the maximal number (i.e., 2 — 2™) of
bent components. Suppose the 2-adic Hamming weights wta(dq) and wta(d2)
are both at most 2. We prove that F(z) is EA-equivalent to either 22" +1 or
22" (z+22"), provided that £(n) := miny; g, (y)=F,, dimr, F2[o]y > m, where
o is the Frobenius (z +— 22) on Fan, and gecd(dy,d2,2™ — 1) > 1. Under this
condition, we also establish two bounds on the nonlinearity and the differential
uniformity of F' by means of the cardinality of its image set.

1. INTRODUCTION

In this paper, we fix a positive even integer n = 2m. Let Fy: be the finite field of
2¢ elements, o be the Frobenius (z — 2?) on Fy: and Tryi /o be the trace function
from Fy: to Fo. For a finite set X, we denote by #X its cardinality.

Suppose that F' : Fon — Faon is a vectorial function. For a € Fan, let F,, be the
component function

Fy:Fon — Fa, v Tronp (a . F(v))

Let

Sr = {a € Fan : F, is not bent}.
In 2018, Pott et al. [12] proved that the cardinality #SF > 2™, i.e., the number of
bent components is at most 2™ — 2™, Further results about vectorial functions and
their bent components were obtained by [1, 5, 10, 15, 14] and others.

Two fundamental questions arise in this subject: first, to classify all functions
F(z) that attain the maximal number of bent components; and second, to clarify
key cryptographic properties—such as nonlinearity and differential uniformity—of
such functions.

Research on functions attaining the maximal number of bent components has
seen notable progress. In 2023, Hu et al. [5] established that the monomials
22" @"+1) are the only monomials over Fon possessing 2" — 2™ bent components.
For binomial vectorial functions of the form F(z) = 2™ + 2%, Pott et al. [12]
demonstrated that F(z) achieves this bound when d; = 2! + 1 and dy = 2™ + 2¢
(0 <4 < m—1). More recently, Xie et al. [14] refined this analysis for the spe-

cific family F(x) = 2+ 4 g2+ (0 <i < m — 1), proving it attains the bound
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if and only if ¢ = 0. Furthermore, for general exponents (di,ds), computational
evidence using Magma presented in [14] suggests that any such binomial F(z) is
EA-equivalent to either 22"+ or 2% (z+22") if it has the maximal number of bent
components. However, a proof of this assertion remains elusive.

Anbar et al. [1] proved that the nonlinearity of a plateaued function with the
maximal number of bent components is at most 2"~! — 2l% ] Xie et al. [14]
presented examples of plateaued and non-plateaued vectorial functions attaining
the upper bound. Whether this bound holds for non-plateaued functions remains
an open question.

The main goal of this paper is to investigate properties of binomial functions
F(z) = 2% + 292 with the maximal number of bent components, using Stickel-
berger’s Theorem as developed in [8, 6, 7, 5]. Assuming that

f(n):= min  dimg, Fa[o]y >m, gecd(dy,ds,2™ —1) > 1,
v:Fa(v)=F2n
our contributions can be summarized as follows.

(A). We show that Sp = Fom and dy — d; = 0 (mod 2™ — 1) whenever F has
2" — 2™ bent components. Moreover, F' is EA-equivalent to z2" +1 if wta(dy) =1,
and to 22 T 4 22 +2" if wta(dy) = wta(da) = 2. This generalizes the results in [14,
Theorem 9] and [15, Theorem 4.16].

(B). Using the cardinality of the image set, we establish theoretical bounds on the
nonlinearity and differential uniformity of general functions F' over Fan satisfying
l(n) >m, #Sp =2™, and 0o F = Foo. If in addition F(z) = 2% 4+ 29, we prove

that
(2™ —1)e

S

1 23m 23m5
Np<ont /= (————Z  —om+l ]},
= 2\ T \s+ (@2 —1)c +

o ans
o2 |35 (e )|

where « is a generator of 5, and
s = ged(dy, dg, 2™ — 1),
c= #{F(ai)(szl)/s ri=1,2,...,2"},
T =#{a € F.. : Wg (0) # 0},
A={z+y:(r,y) €Fon X Fon, z £y, F(z)=F(y)}.

The paper is organized as follows. In § 2, we provide some necessary prelimi-
naries. In § 3, we establish further properties of binomial vectorial functions with
the maximal number of bent components. In § 4, we derive equivalent forms of
F(z) for the cases where wta(dy) = 1 or wta(dy) = wte(da) = 2. In § 5, we deter-

mine the cardinality of the image set of F', and then use it to derive bounds on its
nonlinearity and differential uniformity. In § 6, we conclude the paper.

#Im(F) = +1,

and

2. PRELIMINARIES

We always denote N = 2" — 1.
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2.1. The components of vectorial functions. We recall some facts about vec-
torial functions.
Definition 1. Suppose that F' : Fon — Fon is a vectorial function.

(i) The component function F, of F at a € Fon is the Boolean function

Fa : ]FQn — IFQ
v+ Tron j5(a - F(v)).

(ii) The Walsh transform of F is

Wr(a,w) == Wr,(w) = ) (~1)f 0T alo),

vEFyn

where a € F5,., w € Fan.
(iii) If Wp, (w) = +2% for all w € Fon, then F, is called a bent component of
F. Denote

Sp :={a € Fan : F,, is not bent}.
(iv) If Wg, (w) € {0, +2"5") for all w € Fan, where k € Z and k = n mod 2,
then F, is called a k-plateaued component of F. If all F, (a € F}.) are
plateaued, then F is called plateaued.

(v) The nonlinearity of F is the minimal nonlinearity among its component
functions, i.e.,

1
Np:=2""1——  max |Wg, (w).

2 a€F%, ,wEFan
(vi) The differential uniformity of F' is

6 = - F n . F F = b .
. . #{z € Fon : F(z +a) + F(z) = b}

Pott et al. [12] proved the following result.

Theorem 1. #Sp > 2. Moreover, #Sr = 2™ if and only if Sp is an m-
dimensional Fa-subspace of Fon .

We say that F' has the maximal number of bent components if #Sp = 2™, i.e.
the number of bent components of F' is exactly 2™ — 2™. A natural problem is to
determine all vectorial functions with the maximal number of bent components.

Theorem 2. If F(z) = 2% has the mazimal number of bent components, then

(1) (Zheng et al. [15]) Sp = Fam and (2™ + 1) | dy;
(2) (Hu et al. [5]) dp = (2™ + 1)s, where s € {1,2,2%,...,2m~ 1}

For the nonlinearity of plateaued functions with the maximal number of bent
components, we know

Theorem 3. If F is a plateaued function and #Sg = 2™, then

Np < on1 ol
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2.2. Gauss sums and Stickelberger’s Theorem. Let Q5 denote the field of 2-
adic numbers and Q, be a fixed algebraic closure of Q3. We regard Q, as a subfield
of C, the field of complex numbers.

Let £ be a primitive N-th root of unity in Q, (recall N = 2" — 1). The algebraic
extension Q2(£)/Qs is unramified of degree n. We identify Fan with the residue
field of Q2(€) that is Z3[€]/(2). For any a € Fan, there exists a canonical lifting
w(a) € Zs[¢] such that w(ab) = w(a)w(b) and

w(a) mod 2 =a, a € Fan. (1)

—

The character w is called the Teichmiiller character of Fa». The group F3, of
multiplicative characters of F3. is a cyclic group of order N generated by w:

Fi ={x: Fon 5 C}={w: 0<j<N-—1}.
As is customary, the definition domain of a character x is extended to Fan by setting
x(0) = 0 if x is nontrivial and x(0) = 1 if y = w° is trivial.
Definition 2. For x € @, the Gauss sum G(x) over Fan is defined by
Glx)= Y wa)x(x),
z€F,
where (x) = (—1)™272() G5 the canonical additive character of Fon.

Obviously, G(x) = —1 if x is trivial, and G(x)G(x™!) = x(—1)2" if x is non-
trivial. For any « € 5., applying the inverse Fourier transform, we obtain

N—-1
1 _ 1 s
o) = 3 Goox M) = v 3 Gl ). 2)
xEFsn 3=0
We identify Zx with the set {0,1,--- , N — 1}. For any integer j, let jy =
jmod N € Zy be its minimal non-negative residue. For any positive integer j, let
wta () denote its 2-adic Hamming weight, namely

n—1 n—1
th(j) = WtZ(jN) = Z Ci, where jN = Z Ci2i
=0 =0

is the binary representation of jy = j mod N. -
Let b denote the bit-complement of b € {0,1}, i.e., b=1—b. Then

n—1 n—1
(—j)x =Y a2 and why(—j) =Y &G =n— wta(j).
1=0 1=0

The following theorem of Stickelberger is a well-known result in algebraic number
theory and is very useful for analyzing exponential sums.

Theorem 4 ([13]). For any 0 <i < N,
Gw™ = 2¥t2(1) g 2Wt(D)+1

3. BINOMIAL VECTORIAL FUNCTIONS WITH THE MAXIMAL BENT COMPONENTS

From now on, let
F(z) = 2% 4+ 2% : Fon — Fon
be a binomial vectorial function, where dy,dy € Zy\{0}. Our goal is to characterize
the functions F'(z) for which the number of bent components is maximal.
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3.1. Known results. The following result is due to Pott et al. [12].

Theorem 5. The function F(z) = 22 1 + 22 42" (0 < i < m) has the mazimal
number of bent components.

Two vectorial functions F, F’ : Fon — Fon are called EA-equivalent if there exist
affine automorphisms A, A’ : Fan — Fa» and an affine function L : Fon — Fon such
that F” = A’ o F'o A+ L. Note that the property of having maximal number of
bent components is invariant under EA-equivalence. _ _

By Theorem 5, if replacing i by m — i, then F(z) = '™ " 4 22" 2" (0 <
i < m) has the maximal number of bent components. Set

A(z) =2 |, A=z, and L =0.

2m+i

Then we have

Corollary 1. The function F(x) = 2 4 2142 has the mazimal number of
bent components.

Moreover, if we replace 2¢ 4 2™ by 2™*% 4 2™ then
Proposition 1. The number of bent components of F(x) = g2 L g g2
(0 <i < m) is not mazimal.

Proof. This is trivial if ¢ = 0 or m. Now we suppose 0 < i < m.
For a € F3,., F,(x) is a quadratic form, whose associated bilinear form is

Bu(z,2) = Fo(z + 2) + Fu(x) + Fo(2)
= Tron o (aF (x + 2)) + Tran o (aF (x)) + Tran o (aF(2))
= Tr2n/2 (ainz + amzzi + ame sz“ + ame“sz)
= Tron /o (z(axT + (am)2n_i +a¥" 2 4 azmei)).
Let Lo(z) := az® + (az)?" " +a®" 22" +4a2" 2% By a result of Hu and Feng [4],

F,(x) is bent if and only if F,(z) is non-degenerate. As n is even, this is equivalent
to the non-degeneracy of B,(z,z). As the trace map is non-degenerate, we get

F, is not bent <= 3 z # 0, such that L,(z) = 0.

We conclude that F' has more than 2™ non-bent components:

(i) If @ € Fam, then Ly (z) = 0 for any = € Fan, so F, is not bent.
(ii) The trace map Tron j9m is surjective, so there exists a € Fan \ Fam such that
Tron jom (a) = a+a®" = 1. For such a, L,(1) = 0, hence F, is not bent. [

3.2. The study of Jy, 4,- For a positive integer i, we denote by vq(i) its 2-adic
valuation.

Definition 3. Let J = (Zn x Zy) \ {(0,0)}. Define
Vg = ((j1,j2) € J — wta(j1) + wta(j2) + wta(—dij1 — d2j2));
Vdy dy += min{Va, 4, (j1,J2) : (j1,72) € T}
Tardy = 1(1,J2) € T + Vay a5 (315 J2) = Vs d }- (3)
Obviously, the set Jg, 4, is closed under multiplication by 2.
Theorem 6. (1) For any (a,b) € F3. x Fan, va(Wg, (b)) > va, a,-
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(2) Denote the polynomial

ga(x) = E g1 tiz p(—diji—dajo)n
(J1,J2)€Tdy dy

Then g, (b) € Fo and
03 (We, () > vyt = galb) = 0. (1)
Proof. For (a,b) € F3. x Fan, we have

Wi, () =1+ 3 (—1)Tnsalos®scostsoi

ZI?E]F;n
S
=1+ Y wlax®)p(ar®)y(be) =1+ =,
z€F3,

where S is given as follows by Eq. (2):

N-1
S = Z Z G(w™ ) G(w™2)G(w™*)w (ax™ )w’2 (ax??)w? (bx)

z€F3, j1,J2,73=0

N-1
= Z G(w_jl)G(w‘j2)G(w_j3)wj1+j2 (a)ij (b) Z wd1j1+d2j2+j3 (SL’)

J1,j2,33=0 z€F%,

=N Nzél G(wfjl)G(wsz)G(wd1j1+dzj2)wj1+jz(a)wfdljlfdzjz(b)
J1,J2=0
=N Z G(w7j1)G(w7j2)G(wd1jl+d2j2)w(aj1+j2b*d1j1*d2j2) — N.
(J1.42)€T
Recall that N = 2™ — 1, one has
We,(b)= > Glw™)G(w )G (whI 9202)g(a/ H2p~h=%32)  mod 27,
(41.32)€T

By Theorem 4 and Eq. (3), we get

W, (b) = 2%d2 " w(ah T2p=(dtd2i2)y - mod 2t

a

(J1,J2)€Tdy dy

Thus vg (WFa (b)) > Vg, dy-
Since J4,.4, is closed under multiplication by 2, we have g2(b) = g,(b) and
ga(b) € Fy. By Eq.(1),

ga(b) = Z w(aHizp=(dintdzi2)) o 2,
(J1:52)€Tay dy
and we have
v2(Wr, (b)) > V4,40, < ga(b) =0.
The completes the proof. ([
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Remark 1. Analogously, let F(z) = 2% + 1, i.e. da = 0. The notions vg, o and
Ja, = Ja,.0 were introduced and studied in [8, 9]. It was shown there that for
(a,b) € F3u x Fon, vo(Wg, (b)) > va, 0 and

v2(Wr, (b)) > va, 0 <= Y a’b 7' =0.
J1€T4,

By [11, Theorem 13], we have
Lemma 1. For any (a,b) € Fan X Fan,

(%) (WFa (b)) 2 Vdy,da = lrmax{wtz(d1)7Wt2(d2)}—" (5)

3.3. Auxiliary results.
Lemma 2. Assume s = ged(dy,de, N) > 1. If F' has at least one bent component,
then s divides either 2™ + 1 or 2™ — 1, and is coprime to the other. Specifically,
s (2m+1) <« Wg, (0) = F2™ for any a € Fan \ Sp.

Proof. Let « be a primitive element of Fan and W = {v € Fan : 4* = 1}. Then

¥ 1

W=(a®), Fh=|JawW

i=0

Clearly, F,(z) is constant on each coset o'W, consequently

Wr,(0) =1+ Z (—1)Trzn/z(azd1+azdz)

z€F5,

y_1
=1+s Z (—1)Tr2n/2(md1i+md2i) =1 mod s.
1=0

By definition, Wg, (0) = +2™ for a € Fan \ Sp. Thus if Fan \ Sp # 0, then
s (2™+£1). Asged(2™ —1,2™+1) =1, s is a factor of one of 2™ + 1 and coprime
to the other. (]

Lemma 3 ([6, Lemma 2]). If0 < j < N, then wta(j) + wta(—j) = n. Moreover,
if (2™ 4+ 1)1 4, then wta((2™ — 1)5) = m.
Lemma 4. Suppose (j1,j2) € J.

(1) If (j1+jo)n > 2" — 2™ + 1, then le,d2(j1,j2) >m+1.

(2) If j1+7j2=0 mod (2™ — 1), j1 +j2 # N and Vg, a,(j1,j2) = m, then

wta(j1) + wta(j2) = wta(j1 + j2) = m, di1j1 +dzjo =0 mod N.
Proof. (1) Write (j1+j2)8n = N—u. Then 0 < u < 2™—2. Note that wta(u) < m—1
and wta(j1 + j2) < wta(j1) + wta(jz), so
who (1) + wta(j2) > wta(j1 + j2) = wta(N —u) = n — wta(u) > m + 1.

Hence, Vd1,d2 (jl,jg) >m+1+ Wt2(_(d1j1 + d2j2)) >m+ 1.
(2) If j1 +]2 =0 mod (2m — ].) and jl +]2 7& N, then WtQ(jl +]2) =m by
Lemma 3. Thus
Vi, (31, J2) = Wt2(j1) + wt2(j2) + wta(—(dij1 + d2j2))
> m + wto(—(d1j1 + d2j2)) > m.
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The equality holds only if
dij1 + doja =0 mod N, wta(j1) + wta(j2) = wta(j1 + j2) = m. O
Lemma 5. Ify € Sp, then o(y) =% € Sp. Hence if #Sp = 2™, then
Faloly ={f(o)v | f(z) € Fala]}

is a subspace of Sp.
Proof. We have
I'on 2 T T
VVF72 (b) = Z (—1)Tr /2(y"F(z)+bz)
zEFon
- Z (—l)Trzn/z(VQF(r2)+b2nf2) = WFw(bQ"J).
rEFon
Thus if v € Sp, then v2 € Sp. If #Sr = 2™, then S is a vector space by
Theorem 1, hence Falo]y C Sp. O

3.4. The study of Sp. We now give a general result, which also applies to the
binomials 2% + 2.
For any « € Fan, define
{() = dimy, Fa[o]y.
Clearly, £(v) < [Fa(y) : Fa], and hence £(y) < m if Fa(y) # Fan. Denote
£(n) ;= min{l(y) : Fo(y) = Fan }.
By definition, ¢(n) can be regarded as the linear complexity of the Frobenius orbit.

Theorem 7. Suppose that F(x) is a vectorial function over Fon satisfying oo F' =
Foo and #Sp =2™. If{(n) > m, then Sp = Fam.

Proof. Assume Sp # Fom. Let S; = Sp \ Fom and Sy = Sp NFam. Since S is a
vector space by Theorem 1, we have

#S51>1, #S5<2™ 1 Sp=S8US,.

For any v € Sy, Fa(y) € Fam. Note that Fylo]y € Sp by Lemma 5. If v is a
generator of Fan, then

m = dimg, Sp > dimp, Fa[o]y > 4(n) > m,

which is impossible. Thus Fa(7y) # Fan, Fa(y) € Fayn/p for some odd prime factor
of n. This forces n to not be a power of 2.

Suppose that p; < ps < --- < p; are the odd prime factors of m. Then Fo(y) C
Fon/p, and 4 € Fonyp; \ Fym/p, for some i. Thus

1
#S, < Z(Qn/m —2m/Piy < (23 — 9m/3)
i=1
< 231_171(22771/3 . 2m/3) < 9m/3=1 92m/3 _ gm~1

and #Sp < 2™~ 4 2m~1 = 2™ which contradicts #Sr = 2™. Hence Sp =
Fom. [
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Remark 2. Unfortunately there exist examples for which £(n) < m. We present

experimental results on £(n) in Table 1. It would be very interesting to learn more
about £(n).

TABLE 1. Values of ¢(n)

n  £(n) n  f(n) n  £(n)
/3 2 5 20 7
6 4 Y5 22 12
8 5 16 9 24 7
0 6 18 8 2 14

In the following, we present two cases for which the inequality ¢(n) > m is
satisfied.

Proposition 2. We have £(n) > m if
(1) n = 2p, where p is an odd prime and 2 is a primitive root modulo p, or
(2) n =2F, where k is a positive integer.

Proof. (1) Note that

P —1

r—1"

2 — 1= (2P —1)? = (x — 1)2®,(x)?, ®,(z):=

Let ¢ € Fy satisfy ¢ # 1 and ¢? = 1. Note that ¢2*~1 = 1 if and only if p | (2% —1).
Since 2 is a primitive root modulo p, we have Fy(¢) = Fop—1 and thus the minimal
polynomial @, of ¢ is irreducible.

Let fo(x) be the minimal polynomial of o on Fy[o]a, where « is a generator
of Fan. By linear algebra, deg f, = dimp, Fo[o]a = f(a). Since 0??(a) = o and
oP(a)) # a, we have

fa(@) | @ =1),  fa(2)f (" 1), fal2)f(a® 1)
Thus either ®,(x)? | f, or (z — 1)2®,(z) | fo. This implies that
lla) =deg fo =2+ (p—1)=p+1
Hence ¢(2p) > p.
(2) In this case, we have

fa@) | @ =D =@ -1, fa@)t@ -1)=@-1"""
Hence (z — 1)2° '+1| f, and then £(@) > 26=1 4 1. Thus £(2%) > 2k—1, O
4. THE EQUIVALENCE OF QUADRATIC BINOMIAL VECTORIAL FUNCTIONS WITH
THE MAXIMAL BENT COMPONENTS
In this section, we always assume
£(n) > m, max{wtza(dy), wta(d2)} = 2,

and denote s = ged(dy,ds, N). Note that if d; = 2! for some integer | > 0,
then F(x) = 2% + 2% is EA-equivalent to z%. By Theorem 2, this implies that
dy = (2™ 4+ 1)2% whenever #Sr = 2™. Hence, we proceed to show the equivalence
for the case where wto(dy) = wto(da) = 2.
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Lemma 6. Assume that wta(di) = wta(de) = 2. If Vg, 4,(j1,72) = m, then
WtQ(jl) +Wt2(]2) =m and dljl + dgjg =0 mod N.

Proof. If Vg, a,(j1,72) = m and d1j1 + d2j2 # 0 mod N, then

wta(j1) + wta(Jj2) = m — wta(—dij1 — daja)
=m — (n — wta(dij1 + daj2)) = Wta(dij1 + dajo) —
S Wt2(d1j1) —|— th(dgjg) —m S 2Wt2(]1) —|— 2Wt2(]2) —

Thus wta(j1) + wta(j2) > m. This implies that wta(j1) + wta(j2) = m because
wta(j1) + wta(j2) < Vi, d,(j1,J2) = m. Then we have wty(—dij; — daj2) = 0,
which contradicts dij; + dojo #Z 0 mod N. Hence dij; + dojo = 0mod N and
WtQ(jl) + th(jg) =m. |:|

Theorem 8. Assume that #Sr = 2™ and wta(d1) = wta(d2) = 2. Thenvy, 4, =m
and there exists (j1,j2) € Jay,4, Such that

th(jl) —|—Wt2(j2) =m and dljl + d2j2 =0 mod N.

Furthermore, there exists 0 < j < 2™ — 1, such that (§,2™ — 1 —j) € Ju, ds»
equivalently

(di—d2)j+ (2™ —1)da =0 mod N.

wta(ds) = 2, we have vy, 4, > m by Eq. (5). For a €

Proof. Since wta(dy) =
= :I: for all b € Fon. Hence vg4, 4, = m by Eq. (5) and

Fon \ Sk, W, (b)
Theorem 6.

By Lemma 6, for any (j1,j2) € Ja,.ds, We have dy1j1 + d2j2 = 0 mod N. Thus
the polynomial g,(x) defined in Theorem 6 is

ga(x) — E i1 tiz p—(dijitdaje) E i1tz

(J1,J2)€Tay ,dy (J1,J2)€Tay ,dy

By Theorem 6 again, we have g,(b) = 1 for any a € Fan \ Sp and b € Fan. Since
the non-zero polynomial
Z pUrti)n _q

(J1,J2)€ETdy dy

has 2™ — 2™ zeros in Fan \ Sp, its degree is at least 2" — 2™. By Lemma 4(1), its

degree must be 2" — 2™. Thus there must exist some (j1,j2) € J4,,4, such that

(J1 + jo)n = 2" — 2™, wta(j1) + wta(j2) = m and dij1 + d2j2 =0 mod N.
Suppose

J1222a7 jzzz:?a, Ntje= 22‘1— 2m 2™ or 27Tl _om _ 1

a€Sq ac Sy acT
where S1, So € {0,1,--- ,n—1}and T ={m,m+1,--- ,n—1} or {0,1,--- ,m —
1,m+1,--- ,n—1,n}. Then #T < #S5; +#5S5 with equality if and only if S1NSy =
(). By the identity

m = wta(j1) + wta(j2) = #51 + #S2 = wta(j1 + jo) < #T < #51 + #5Ss,

one has S NSy =P and T = S; USy = {m,m+1,--- ,n—1}. Hence, j; + jo =
(j1+ j2)n = 2™ —2™. This means that j; = 2" and j, = 2™(2™ — 1 — j) for some
. O
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We define the polynomial
hguay @)= Y @ el (6)
(J1,J2)€ETdy dy

Then by Lemma 4 and Theorem 8, we have deg hy, , () =2"—2".1f {(n) >m,
then Sp = Fym and hFa, a (a) =1 =0 for all a € Fgn \ Fom by Theorem 7. Thus

x2n — X om (gm m 2 m
_ 1= — (2™-1) (2m-1) .. 2" -1
hgua (@) 1= o =1 +a SR S
i.e.,
By oo (@) = 22" @770 4 @Dy GRS g2t ()

Corollary 2. Assume that £(n) > m, #Sp = 2™ and wta(dy) = wta(d2) = 2.
Then
V= {.71 +J2: (j17j2) € jd17d2}
o {2™—-1,2(2™ —-1),3(2" = 1),...,2m (2™ - 1)}.

By Theorem 8, there exists 0 < j < 2™ — 1 such that (j1,72) = (j,2™ —1—j) €
jdl,dz and

(dg — dl)j = d2(2m — 1) mod N. (8)
Set t := ged(j,2™ — 1). Then we can write
2m —1
dy —dy = =——F (9)

for some integer k and Eq. (8) becomes
»
7] =dy mod (2™ +1). (10)
Set r := ged(k,2™ + 1). By Eqgs. (9) and (10), 7 is a common factor of dy — da, da
and N. Thus r | s := ged(dy, dz2, N).
o If s | (2™ — 1), then r | ged(s,2™ + 1) =1 and hence r = 1.
e If s| (2™ + 1), then s | k by Eq. (9). Hence s | 7 and r = s.

Let u := ged(¢, k). Then ged(u,r) =1 due to t| (2™ — 1) and r | (2™ + 1). Hence

2m—1 2m—1

ged(dy —dy, N) = ged(k,t(2™ +1)) = ;

ur. (11)

j\/?“/\/zm“
\u

F1GURE 1. Division Relations of ¢, k, u,r
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Theorem 9. Assume that £(n) > m, #Sp = 2™, wta(d1) = wta(dz) = 2, and
ged(dy,da, N) > 1. Then

dz —d1 =0 mod (2m — 1)

Proof. By Theorem 7, Sp = Fom. If s := ged(dy,do, N) > 1, then s | (2™ + 1) or
s| (2™ —1) by Lemma 2. Assume that s | (2™ 4 1). Then Wg, (0) = —2™ for any
a € Fan \ Fom by Lemma 2. Note that

Yo Wr )= > Wr0)+ > Wk (0)

acFaon a€Fqyn \Fam a€lFam

(12)
= 272" —2") 4+ Y Wg,(0).
a€Fym
By Egs. (9), we also get
2 Wr ()= 30 3o (-yTmlestrer®)
a€lFgyn a€Fon z€F N
=2" 4+ " {x € F}, s x¥~h = 1}
Since z%~h =1 = ("=Dur/t — 1 by Eq. (11), we have
2m —1
3 W, (0)=2" +2"- % (13)
a€Fyn
By Egs. (12) and (13), we have
2m—1
> We,(0)=2"+2"- @ = Dur M (2" — 2™) > 2 ET (14)

a€Fom

which is impossible since Y W, (0) < 2"t™, Hence st (2™ +1). This means

that

a€Fom
s| (2™ —=1), r=1, and Wg,(0) = 2™ for any a € Fon \ Sp.
Now Eq. (14) becomes
2
S We@ -z 2

a€Fom
—9n 4 on(am 1)(3 - 1) <on,
On the other hand,

Z W, (0) = Z Z (_1)Tr2m/2(aTr2n/2m(zd1+zd2))

a€Fom rEFon a€Fym
= 2m#{$ S an : TI'Qn/Qm (J)dl + J,‘d2) = 0} Z AL

This forces t = u. Hence dy — di = %(2’” — 1) is divisible by 2™ — 1. O
Under the assumptions in Theorem 9, we may assume that
dy —dy = (2™ = 1)k, ged(k, 2™ +1) = 1.
Then we have

s = ng(dl,an N) = ng(dlde - dlaN) = ng(dla (2m - 1)k7 N) = ng(dla 2m — 1)
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Remark 3. In particular, if dy = 2' +1 and dy = 2™ +1, 0 <i < m — 1, Xie
et al.[14] showed that F has the mazimal number of bent components if and only
if i = 0. However, by Theorem 9, we can directly obtain that i = 0 if F' has the
maximal number of bent components and s = ged(28 +1,2™ — 1) > 1.

Theorem 10. Assume that {(n) > m, #Sp = 2™, wta(d1) = wta(d2) = 2, and
ged(dy, dy, N) > 1. Then F(z) is EA-equivalent to 212 +22 42" where 0 < 1 < m.

Proof. We can assume d; = 1 + 2! and dy = 2 + 2%2 under EA-equivalent, where
0<l<m0<k <ky<nandd <dy By Lemma 3, we get wta(de — dy) =
wto((2™ — 1)k) = m.

Assume that [ < ky. Then

dy—dy=2F —142F ol — 1424 ... pol=tpoll L.y o=l ok

and m = wta(dy — dy) = k. Since dy — dy = (2™ — 1) + (2*2 — 2!) is divisible by
2™ — 1, this forces ks =m +1,ie., dy =1+ 2l dy = 2™ + 2™+ This contradicts
Proposition 1. Hence k1 <1 < ks.

Now

dy—dy =1+2+ - +2M7 1ol foltl 4y okl
and wta(do —dq) = k1 + ko — 1l =m, ie., ko =m+1—k;. Since
do —dy = 2mH=k ok ol 1 —ol=ki(gm 1) 4 (2F —1)(1 —2!7F),
we obtain that (2 — 1)(2/=%1 — 1) is divisible by 2™ — 1. Since
2k —1)(2i k1) < (2 —1)(emTlR 1) = gmol okl _gmolok com

we have k1 =0 or ky = 1. If k; = 0, then F(z) = 212" 4 2127 i EA-equivalent
to F(xzm—z) _ x2m—l+2m I $1+2m—1. If by = l, then F(x) _ x1+2" + $21+2m. 0

5. BOUNDS ON THE NONLINEARITY AND DIFFERENTIAL UNIFORMITY

For a vectorial function F : Fon — Fon, the sum-of-square-indicator of the
component function F,, a € F5.,., is defined as

v(F,)=2"" > Wi (w).
w€EFon

The lower bound on v(F,) is given by the following lemma.
Lemma 7 ([1]).
D v(Fa) = (2" - 12,

a€lFy,
and equality holds if and only if F' is APN.

Theorem 11. Assume that {(n) > m, c o F' = F oo and #Sr = 2™. Then the
nonlinearity of F(x) satisfies

1
Np <2m 1 — §\/zn(w +2).

Furthermore, if F' is plateaued, then

3n

Np <on—1 ol
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Proof. By Theorem 7 and Lemma 7, we have
IRTIED SRS DRI
aG]F;m aG]F;n a€lFaon \]Fgrn
By the definition of v(F,), we know
<9 2 7
2 M) <2 max, WE) D D WEW®)
a€F%m, a€Fy wEFan

=2"(2"—1) max Wz (w).

€l ,weFan

Therefore, we have

22n(Qn 4 2m 9
max W3 (w) > (2" + )

=2"(2" +2 15
a€Fy weFan - 2n(2m — 1) (2™ +2) (15)

and then

1 1
Np=2""1_-_  max ’WFa(w)’ §2"_1—§\/2”(2m—|—2).

2 a€lFy, ,weFan
If F is plateaued, then there exists an even integer k > n + m such that
WI%Q (w) = ok

max
a€F%m ,weFan

by Definition 1(iv) and Eq. (15). This implies that

kZQVL—;mJ +2:2{%"J to.

Hence .
Np =271 98- <on=1_ ol%] 0

Remark 4. The bound in Theorem 11 is still true for non-plateaued functions, but
it may be weaker than the bound given in [14, Conjecture 1].

Lemma 8. Let ' : Fon — Fon. Then
22n

#{(2,y) € Fon x Fou : F(z) = F(y)} > ZTm(F)

Proof. For any b € Fan, denote by #F ~1(b) the size of the pre-image of b under F.
By the Cauchy-Schwarz inequality, we have

(= #F%w)z

beIm(F)

#Im(F) T #Im(F)

22n

LHS = Y (#F ')’ > O

beIm(F)
We now give a bound which depends on the cardinality of the image set of F.
Theorem 12. Assume that ¢(n) >m, co F = F oo and #Sp =2™. Set
T :=#{a € F5.. : Wg,(0) # 0}.
If #Im(F) < 2" 1 4+ 2m72 then

N <2n—1 1 23m 23m 2m+1+1
= 2\l T \#Im(F) '
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Proof. By Lemma 8, we have

23n
W2 (0) =2" Fon X Fon : F(2) = F(y)} > —x.
Z Fa( ) #{(l’,y) € Ifgn X Iy (.7}) (y)} e #Im(F)
a€Fyn
Meanwhile,
YWRO = DY WRO)+ > WE(0)=2"@2"—2")+ Y W3 (0)
a€Fon a€lFyn \]Fzm, a€Faom a€lFom
Thus
Z W2 (O) > 2% _ 92n+1 + on+m > A _ 92n+1 + gn+m _
Fa i) = 4 Tm(F) on—1 4 om-2
a€Fs.,
and
1
2 > 2 S = 2
e, WE W) 2 max WEO) 2 75 ), W (O)
aclom
1 23n
> _ 22n+1 2n+m .
‘T(#hmF) " )
We thus get the desired bound for NVp. O

Remark 5. Clearly, T < 2™ — 1. Hence Theorem 12 implies that

N < 27”_1 1 23m 23m 2m+1 n 1
= 2\ 2n =1\ #Im(F) ’

1 923n—2
which is smaller than Carlet’s bound 2" " — \/2n — (#Im(F) - 22”2> in (2,

Proposition 2]. Moreover, this bound is also smaller than 2"~ 1 — % 2n(2m + 2)
2371

given by Theorem 11 when #Im(F) < gomi—smrr -

The following bound can be found in [2]. We will provide a whole proof for
completeness.

Theorem 13. For any non-injective vectorial function F : Fon — Fon, we have
2” 27l
op > || —1
F—{#A(#hMF> )W’

A={z+y:(z,y) € Fon xFon,x #y, F(x) = F(y)}.

where

Proof. Define
Ogp :=F#{x € Fon : F(z + a) + F(z) = b}.

Then for any nonzero a ¢ A, d,,0 = 0. By Definition 1 (vi), we have

Za 5 50” n n ol = _9on
5F 2 max (5(1 0 Z €F2n 0 = #{(.’E,y) € ]F2 X FQ F(I) F(y)} 2 )
aeFy, #A #A

The bound then can be obtained by Lemma 8. (]
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Remark 6. From the definition of A, if (n) >m, oo F = Foo and #Sp = 2™,
then
1
#A < 5#{(gc,y) € Fon x Fou : F(x) = F(y)} — 2" ¢

1

— Y (c))TeaaF@ERW) _ gn-1
ont

z,y,a€EFon
1 1 ne —
=g 2 VRO =g X WEO 42 —2m
a€lFs, a€F%.,
In [12, Theorem 7], we know that Wg, (0) = 0 for alla € Fim if s = ged(dy,2™—1) =
1. Then #A < 2n=1 —2m=1 gpg
272" — #Im(F)) < 2n+l _g
@12 ) EIm(F) | © | Fm(E) |
We next give the differential uniformity and the cardinality of the image set of
binomial vectorial function F(z) = % + 2% € Fou[z] with dy — dy = (2™ — 1)k
and ged(k,2™ +1) = 1.
Theorem 14. Suppose F5,, = (@), do —di1 = (2™ — 1)k and ged(k,2™ + 1) = 1.
Then

6F>’V

6p >2" and #Im(F) = @ =1

+1,
where ¢ = #{F ()"~ V/s . §=1,2,...,2m}.
Proof. Note that F~1(0) = Fam and
F(z+a)+F(z)=(z+a)"(1+ (v + a)(Qm_l)k) +ah(1+ .T(2m_1)k).

If a € F5,., we then get F(z+a)+F(z) = 0 for all x € Fom. Therefore, §,,9 > 2.
By Definition 1(vi), we have

0p = max_ Oqp > 0q0 > 2™
a€F3y, ,bEFyn ’

If x € a'F3.., then
F(z) = 29 (1 4 20y = pdi (1 4 7@"=Dk) = g1 (27— D7),
where f(z) =1+ 2. Let
D = (a"+V%) C F3,.

be the image of the map 2% : F3,. + F5... Then % maps each coset a'F3.. onto
a®D, and the image of the map

F:a'Fh, = aif(a?" V) D = F(a')D

is the set {0} or a coset of D. Note that F(a)D = F(a’)D if and only if
F(a)@"=D/s = F(a/)?" =1/ Hence,

#Im(F):1+c#D:1+w.

This completes the proof. O

By Theorems 12-14, we have
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Corollary 3. Adopt the same notations as Theorem 14. Then the nonlinearity and
differential uniformity of F satisfy

1 23m 23m8
<ol T —omtl g,
Nr < 2\/ T (3+(2m—1)c + )

ooz g (e )|

Remark 7. Since s = ged(dy,2™ — 1) > 3 and
S+ (2™ —1)e<s+2M(2m —1) < (27 + 1)(2™ — 1) = 2" — 1,

we have

23m 23m8
s | = = 2m+1 1
T (s + (2™ —1)c + )

- 23m ( 23m$ B 2m+1 N 1) - 22n(s _ 2) + 2n+m
2m — 1\ 27" -1 2m — 1
22n 2n+m

>SS s ren ),

Thus the bound of N in Corollary 8 is smaller than 2"~* — %«/2”(2"" +2). More-

over, we get

2"s 2"s
bp>|———m—— -1 > |———-1| >s—1.
= L+(2m—1)c l = {2"—1 w =9
In particular, for dy = 1,dy = 2™ 1(2™ + 1) and d; = 2! + 1,dy = 2™ + 2!, we
can determine Im(F') explicitly. This will a bound for Np.
Theorem 15. Let F(z) = 22 1 4+ 22 +2" and d = ged(l, m).
(1) If va(m) < wa(l), then F is a bijection on Fan \ Fom.
(2) If va(m) > va(l), then F is a (24 + 1)-to-1 map from Fan \ Fam onto
d
{y € Fon \ Fam : Tron jom (y) € (Fm)* 1}

Proof. Let Tr = Trgn jgm. Then F(x) = 2 Tr(z). If 2 € Fam, then Tr(z) = 0 and
F(z)=0.
If F(z) =y ¢ Fam, then x # 0, Tr(z) = 22"y and
Tr(anil) =Tr(z Tr(m)Qnil) = Tr(x)1+2n7L
belongs to
D= {u*" u €T} C Fom,
which is equivalent to Tr(y) € D. Since
1, if va(m) < wa(l);

d@" '+ 1,2m — 1) = ged(2' + 1,27 — 1) =
gc ( ) g ( ) 2d+1’ if ’U2(m) > U2(l)7

we have D = Fj. or (Fj.)2"tL,
If Tr(yTH) = u*2""" then Tr(z) = u¢ for some ¢ in

H={CeFm : (""" =1} C F}m,
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which has cardinality #H = [F3.. : D]. Thus

‘= < y ) _ <y) N
-\ Tr(x) - \uC B

lies in the pre-image of y, which has #H possible values. Hence we obtain the
result. |

We need the following result to calculate Wg, (0).
Theorem 16 ([3, Theorems 4.1,5.2]). Let d = ged(m, 1) and s = 2%+ 1. Then

(o if va(m) < va(0);
Y ()T L C)FEE, i s(m) > va(l),a € By \ (Fan)s
z€Fym —(=1)za25 4 if vg(m) > va(l),a € (Fim ).

Theorem 17. Let F(x) = g2+l 4 g2
(1) If va(m) < wa(l), then Np < 2n—t —2m=1,
(2) If va(m) > va(l), then Np < 271 — 2% +d=1 yhere d = ged(l, m).

Proof. Let Tr = Tran jpm and

. .
sgcd(2l+1,2m1){1’ if vy(m) < va(0);

24 4+ 1, if va(m) > va(l).

If @ = 0, then clearly Wy, (0) = 2. Assume that a # 0. Let Fj.. be the set of the
multiplicative characters of F3... By Theorem 15, we have

WFa (0) _ Z (_1)Tr2ﬂ/2(aF(v)) —9om 4 Z (_1)Tr2n/2(aF(’U))
vEFzn vEFyn \Fam
—=9M 4 g Z (_1)Tr2n/2(ay)

Tr(y)€(F3m)®

S Y Y (e (),

X*=1y€EFan \Fom

where x € ﬁ% Take 8 € Fan such that Tr(8) = 1. Then any y € Fan can be
written as y = x + Bu, where z,u = Tr(y) € Fom. Thus

Wg,(0) =2™ + Z Z Z (—1)Tranja(alatBu))y ()

x*=1z€Fam u€F,
=27+ ) ( D (Tl 37 <—1>Tf2"/2<aﬁu>x<u>).
x5=1 “x€Fym uE]F;m
If a € Fon \ Fam, then Wg, (0) = 2™ by [12]. If a € F5,., then
We, (0)=2"+s Y (=1t
Tr(y)€(F5m)®

— 9om + gom Z (_l)Trzm/z(az) — 9gm Z (_l)Trz”'L/z(aZS).

2€(Fhm)® 2€Fym
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By Theorem 16, we conclude that

2", if a = 0;
2m, if a € Fan \ Fam;
Wg,(0) =4 0, if vo(m) < wa(1);
(—1)3a2°%" if vg(m) > va(l),a € Fim \ (Fhm)%;

—(—=1)2a2°2" 4 if vy(m) > va(l),a € (Fhn)*.

The estimate of N then follows. O

6. CONCLUSION

In this paper, we use Stickelberger’s Theorem to study the Walsh transform of
binomial vectorial function F(z) = 2% + 2%, and show that F(z) is equivalent to
22"+ when wty(dy) = 1, and to 22 +1 422" 2" when wty(d;) = wta(ds) = 2 under
a technical condition, where 0 < i < m — 1. Moreover, we give the cardinality of
the image set of F', and then give the bounds on the nonlinearity and differential
uniformity of F'(x) by means of the cardinality of its image set.
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